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AWS Certified Cloud Practitioner

The AWS Certified Cloud Practitioner certification is an entry-level
credential offered by Amazon Web Services (AWS) that provides a
solid foundation in cloud computing concepts and AWS services. It is
ideal for beginners and professionals from non-technical
backgrounds who want to understand how AWS supports businesses
through cloud solutions.

KEY LEARNING OUTCOMES:

e Understand the fundamental concepts of cloud computlng and
AWS global infrastructure - N

» Learn core AWS services such as compute, storage, database and )
networking '

« Explore AWS pricing models, billing, and account management

-» Gain insights into AWS security, compliance, and shared &
responsibility model E :

. Prepare effectlvely for the AWS Certlfled CIoud Practltloner exam

' WHY CHOOSE US:

Industry-recognlzed currlculum allgned with AWS standards
Practical learnmg with case studies and live demos

Flexible scheduling for working professionats - :
cOntlnuous mentor support and certlflcatlongmdance Ll




AWS Certified Cloud Practitioner

Duration of Training : 24 Hours

Batch type : Weekdays/Weekends

Mode of Training : Classroom/Online/Corporate Training

Cloud concepts

DEFINE THE AWS CLOUD AND ITS VALUE
PROPOSITION

— define the beneflts of the aws cloud mcludmg
.. e Security
. -* Reliability |
~* High CIVCIIlCIbIlIty
* Elasticity .-
¢ Agility
'+ Pay-as-yougo prlclng e
. Scalability s
e -Global reach
_» Economy of scale : .
- explain how the aws cloud. allows users to focus on.
business value: g :
Shifting technical resources to revenue—generatlng ‘
activities as opposed to_mqnagmg gnfrq__sﬁrl_:cture_ e




IDENTIFY ASPECTS OF AWS CLOUD
ECONOMICS

- define items that would be part of a total cost of
ownership proposal
e Understand the role of operational expenses (opex)
e Understand the role of capital expenses (capex)

e Understand labor costs dssociqted with on- /
premises operations ) | ' | / /
e Understand the impact of software I|censmg costs . ‘\
when moving to the cloud- g ‘*\
— identify which operations will reduce costs by .o i
“ moving to the cloud 5 g ,f .

¢ Right-sized infrastructure

« ‘Benefits of automation |

 Reduce compliance scope (for exomple, reportlng) &
| Managed services (for exomple rds ecs, eks, e "

Expldln the different cloud drchltecture desrgn,' . e R
principles . : g A R Y “\
— explain the design prlnclples A *\
_ e ‘Design for failure = i .
. Decouple components versus monollthlc cr , ‘:f'_-.-'-

architecture ' | R RS

o Implement eldstlcltyln the cloud versus on— -
.. premises ' - .- i 5
.+ Think parallel”
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Security and compliance

DEFINE THE AWS SHARED RESPONSIBILITY
MODEL

- recoghize the elements of the shared responsibility
model
— describe the customer’s responsibly on aws
» Describe how the customer’s responsibilities may- _
shift depending on the service used (for example e
with rds, lambda, or ec2) o
- de_scrlbe aws: responS|b|I_|t|es

Define aws cloud security and compliance concepts - I
| |dent|fy where to find aws compliance information S
e Locatlons of lists of recognlzed available |
compllance controls (for example hippa, socs)
. Recognlze that compllance reqmrements vary
among aws services - :
—-ata hlgh level, desctibe how customers uchleve
compliance on aws G i - : *
* Identify different encryptlon optlons on dws (for
example in transit, atrest). fea go e
~ describe who enables encryptlon on aws for a glven T
service > e e e . i
- recoghize there dire serwces thatwﬂl aid in qudltmg e
and reporting R ¥ e -
e Recognize thatlogs exist for audltmg and
monitoring (do not have to understdand the Iogs)
e Define amazon cloudwatch, aws config, and
awscloudtrail
— explain the concept of least privileged access
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IDENTIFY AWS ACCESS MANAGEMENT
CAPABILITIES

— understand the purpose of user and identity
management
e Access keys and password policies (rotation,
complexity)
e Multi-factor authentication (mfa)
e Aws identity and access management (|om)
o - groups/users

e —roles T
-8 5= pollcles managed pollcles compared to custom B
poI|c|es - *

e Tasks that requlre use of root accounts
_Protectlon of rootaccounts

Identlfy resources for securlty support
- —recognize there are dlfferent network securlty
copobllltles = ; ' :
» Native aws services (for exomple securlty groups |
network ocls owswof) | .
* 3rd party securlty products from the ows
morketploce o E e - A
= recognize there is documentotlon and where to flnd i :- a
it(for exomple best practlces whltepopers offlclol
documerits) o s e
e AWS knowledge center securlty center securlty
forum, and security blogs e
e Partner systems mtegrotors i .
— know that security checks are a component of ows
trusted advisor ' f

------
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DEFINE METHODS OF DEPLOYING AND | -
OPERATING IN THE AWS CLOUD

- identify at a high level different ways of provisioning
and operating in the aws cloud
e Programmatic access, apis, sdks, aws
management console, cli, infrastructure as code
- identify different types of cloud deployment models
e Allin with cloud/cloud native -
e Hybrid
* On-premises
— identify connectlwty options
e Vpn
- o Aws dlrect connect
Publlc |nternet |

' Define the.aws global mfrastructure
= describe the relationships among reglons
- CIVCIIlCIbIlIty zones, and edge locations . k.
- describe how to achieve hlgh avallablllty through the e
use of multiple avallqbllltyzones = = o
¢ Recall that high availability-i Is achleved by usmg .':'; e
- multiplé availability zones ~ - - . - R -
¢ Recognize that availability zones do not share - e
single points of failure: =~ . e e
— describe when to conswler the use of multlple qws
regions R e
o Disasterrecovery/ busmess contlnwty
e Low latency for end-users ;
e Data sovereignty o e
- describe at a high level the benefits of edge Iocatlons* '
e Amazon cloudfront :
Aws global accelerator
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IDENTIFY THE CORE AWS SERVICES

' — describe the categories of services on aws (compute, -
. storage, network, database)
- identify aws compute services
e Recognize there are different compute families
e Recognize the different services that provide
compute (for example, aws lambda compared to
amazon elastic container service (amazon ecs), or
amazon ec2, etc.) o
e Recognize that elasticity is achieved through auto it
scaling . - o
o Identify the purpose of load balancers
- identify different aws storage services GNE o TR
 Describe amazon s3 e
Describe amazon elastic block store (amazon ebs) E
Describe amazon s3 glacier - ' g
Descrlbe aws showball : 2
Descrlbe amazon elastic file system (amazon efs) wE
Descrlbe aws storage gateway -
|dent|fy aws networklng serwces
e Identify vpc i e
e Identify security. groups :
e Identlfy the purpose of amazon route 53
o Identlfy vpn aws direct connect
- identify dlfferent aws database services. _ .
e Install databdises on amazon ec2 compared to aws.';. o 3
managed databaseés - . e
e ldentify amazon rds
e Identify amazon dynamodb
 Identify amazon redshift
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IDENTIFY RESOURCES FOR TECHNOLOGY E
" SUPPORT -
' —- recognize there is documentation (best practices,

whitepapers, aws knowledge center, forums, blogs)
— identify the various levels and scope of aws support
e Aws abuse
e Aws support cases
e Premium support
e Technical account managers - -
- recognize there is a partner network (marketplace ;
third- party) including independent software vendors -
and. system mtegrators . - - ¢ B
|dent|fy sources of aws technical asslstance and
- .knowledge |nclud|ng professional services, squtlon
- architects, trarnlng and certlflcatlon and the amazon
_ partner network RELIH . e
|dent|fy the beneflts of uslng aws. trusted adV|sor s

Blllmg and prlcmg

ICOMPARE AND CONTRAST THE VARIOUS
'PRICING MODELS FOR AWS (FQR EXAMPLE
ON- DEMANDINSTANCES RESERVED
INSTANCES, AND SPOT INSTANCE PRICING)

- identify scenarios/ best flt for on- demand |nstance
pricing o s e R

- identify scenarios/best fit for reserved mstance
pricing By

e Describe reserved-instances flexibility
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Describe reserved-instances behavior in aws
organizations
' - identify scenarios/best fit for spot instance pricing

| RECOGNIZE THE VARIOUS ACCOUNT
STRUCTURES IN RELATION TO AWS
BILLING AND PRICING

- recoghize that consolidated billing is a feature of aws
organizations - _

- identify how multiple accounts ald in aIIocatlng
costs across departments

IDENTIFY RESOURCES AVAILABLE FOR e
- BILLING SUPPORT N _f o
_ |dent|fy ways to get billing support and |nformat|on | ,
~ e Costexplorer, aws cost and usage report, amazon N
__quicksight, third-party partners andaws - K .
marketplace tools - : ¢
e Opena bllling support case , , .
e The role of the conmerge for aws enterprlse support s
plan customers g : .
— identify where to. flnd prlclng mformatlon on aws
services - e
¢ AWs SImpIe monthly calculator i
e Aws services product pages ! '
e Aws pricing ap|
- recognize that aIarmsIaIerts eX|st . . R
- identify how tags are used in cost aIIocatlon AN X R
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