
AWS CERTIFIED SOLUTIONS
ARCHITECT – PROFESSIONAL
Duration of Training : 32 Hours
Batch type : Weekdays/Weekends
Mode of Training : Classroom/Online/Corporate
Training



Key Learning Outcomes:

The AWS Certified Solutions Architect –
Professional certification is a prestigious
credential offered by Amazon Web Services
(AWS) that validates advanced skills in
designing and deploying scalable, secure,
and reliable applications on the AWS
platform. This certification demonstrates
your ability to manage complex cloud
architectures and implement best practices
across diverse business environments.

 Program Overview

Design and deploy dynamically scalable,
fault-tolerant, and reliable AWS applications
Migrate complex multi-tier applications to
AWS
Select the appropriate AWS services for
optimal design and performance
Implement cost-control strategies and
security best practices
Master advanced networking and hybrid
architecture concepts



Training
Highlights:

Duration: 32 Hours
Batch Type: Weekdays /
Weekends
Mode of Training: Classroom
/ Online / Corporate
Hands-On Labs & Real-World
Scenarios
Expert AWS-Certified
Trainers
Certification Guidance &
Practice Tests

Who Should Attend?
Cloud professionals aiming to advance
their AWS expertise
IT architects and system administrators
Developers transitioning to cloud-based
architecture
Professionals seeking globally recognized
AWS certification



AWS Certified Solutions
Architect-Professional
Duration of Training : 32 Hours

1.1 DETERMINE CROSS-ACCOUNT
AUTHENTICATION AND ACCESS STRATEGY FOR
COMPLEX ORGANIZATIONS.

Analyze the organizational structure
Evaluate the current authentication
infrastructure
Analyze the AWS resources at an account level
Determine an auditing strategy for
authentication and access
Red Hat System Administration I (RH124)
Red Hat System Administration II (RH134)

AWS Domain 1: Design for
Organizational Complexity
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Module 3

MySQL

PowerBI

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer eget erat et justo
rhoncus varius eu sed dui. Mauris molestie
lacinia pharetra. Morbi nec lacinia lorem.
Aliquam erat volutpat. Fusce egestas magna
purus, et congue nisl congue quis. Morbi
elementum malesuada velit, vel vulputate
nunc porttitor vel. Nullam metus libero,
blandit eu orci et, venenatis elementum
odio. 

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer eget erat et justo
rhoncus varius eu sed dui. Mauris molestie
lacinia pharetra. Morbi nec lacinia lorem.
Aliquam erat volutpat. Fusce egestas magna
purus, et congue nisl congue quis. Morbi
elementum malesuada velit, vel vulputate
nunc porttitor vel. Nullam metus libero,
blandit eu orci et, venenatis elementum
odio. 

Determine how to use AWS Organizations
Implement the most appropriate account structure for
proper cost allocation, agility, and security
Recommend a central audit and event notification strategy
Decide on an access strategy

 

1.3 DETERMINE HOW TO DESIGN A MULTI-
ACCOUNT AWS ENVIRONMENT FOR COMPLEX
ORGANIZATIONS.

2.1 DETERMINE SECURITY REQUIREMENTS AND
CONTROLS WHEN DESIGNING AND
IMPLEMENTING A SOLUTION.

Implement infrastructure as code
Determine prevention controls for large-scale web
applications
Determine roles and responsibilities of applications
Determine a secure method to manage credentials for the
solutions/applications
Enable detection controls and security services for large-
scale applications
Enforce host and network security boundaries
Enable encryption in transit and at rest

Outline an IP addressing strategy for VPCs
Determine DNS strategy
Classify network traffic and security
Determine connectivity needs for hybrid environments
Determine a way to audit network traffic

1.2 DETERMINE HOW TO DESIGN NETWORKS FOR
COMPLEX ORGANIZATIONS.

AWS Domain 2: Design for New
Solutions
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Architect an automated, cost-effective back-up solution
that supports business continuity across multiple AWS
Regions
Determine an architecture that provides application and
infrastructure availability in the event of a service disruption

 

Determine resource provisioning strategy to meet business
objectives
Determine a migration process to change the version of a
service
Determine services to meet deployment strategy
Determine patch management strategy

2.3 DETERMINE A SOLUTION DESIGN TO ENSURE
BUSINESS CONTINUITY.

2.4 DETERMINE A SOLUTION DESIGN TO MEET
PERFORMANCE OBJECTIVES.

Design internet-scale application architectures
Design an architecture for performance according to
business objectives
Apply design patterns to meet business objectives with
caches, buffering, and replicas

2.5 DETERMINE A DEPLOYMENT STRATEGY TO
MEET BUSINESS REQUIREMENTS WHEN
DESIGNING AND IMPLEMENTING A SOLUTION.

Design a highly available application environment Version
2.0 SAP-C01 4 | PAGE
Determine advanced techniques to detect for failure and
service recoverability
Determine processes and components to monitor and
recover from regional service disruptions with regional
failover

2.2 DETERMINE A SOLUTION DESIGN AND
IMPLEMENTATION STRATEGY TO MEET
RELIABILITY REQUIREMENTS.



Module 2

Module 3

MySQL

PowerBI

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer eget erat et justo
rhoncus varius eu sed dui. Mauris molestie
lacinia pharetra. Morbi nec lacinia lorem.
Aliquam erat volutpat. Fusce egestas magna
purus, et congue nisl congue quis. Morbi
elementum malesuada velit, vel vulputate
nunc porttitor vel. Nullam metus libero,
blandit eu orci et, venenatis elementum
odio. 

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Integer eget erat et justo
rhoncus varius eu sed dui. Mauris molestie
lacinia pharetra. Morbi nec lacinia lorem.
Aliquam erat volutpat. Fusce egestas magna
purus, et congue nisl congue quis. Morbi
elementum malesuada velit, vel vulputate
nunc porttitor vel. Nullam metus libero,
blandit eu orci et, venenatis elementum
odio. 

Select an appropriate database transfer mechanism
Select an appropriate data transfer service
Select an appropriate data transfer target
Select an appropriate server migration mechanism
Apply the appropriate security methods to the migration
tools

Evaluate business applications and determine the target
cloud architecture
Break down the functionality of applications into services
Determine target database platforms

3.2 SELECT MIGRATION TOOLS AND/OR SERVICES
FOR NEW AND MIGRATED SOLUTIONS BASED ON
DETAILED AWS KNOWLEDGE.

3.3 DETERMINE A NEW CLOUD ARCHITECTURE
FOR AN EXISTING SOLUTION.

3.4 DETERMINE A STRATEGY FOR MIGRATING
EXISTING ON-PREMISES WORKLOADS TO THE
CLOUD.

Determine the desired prioritization strategy of the
organization
Analyze data volume and rate of change to determine a
data transfer strategy
Evaluate cutover strategies
Assess internal and external compliance requirements for a
successful migration

AWS DOMAIN 3: MIGRATION
PLANNING
3.1 SELECT EXISTING WORKLOADS AND
PROCESSES FOR POTENTIAL MIGRATION TO THE
CLOUD.

Complete an application migration assessment
Classify applications according to the six Rs (re-host, re-
platform, re-purchase, refactor, retire, and retain)
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Purchase resources based on usage requirements
Identify when to use different storage tiers

4.1 SELECT A COST-EFFECTIVE PRICING MODEL
FOR A SOLUTION.

4.2 DETERMINE WHICH CONTROLS TO DESIGN
AND IMPLEMENT THAT WILL ENSURE COST
OPTIMIZATION.

Determine an AWS-generated cost allocation tags strategy
that allows mapping cost to business units
Determine a mechanism to monitor when underutilized
resources are present
Determine a way to manage commonly deployed resources
to achieve governance
Define a way to plan costs that do not exceed the budget
amount

4.3 IDENTIFY OPPORTUNITIES TO REDUCE COST IN
AN EXISTING ARCHITECTURE.

Distinguish opportunities to use AWS Managed Services
Determine which services are most cost-effective in
meeting business objectives

AWS DOMAIN 4: COST
CONTROL
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Assess an existing application architecture for deficiencies
Analyze application and infrastructure logs
Test possible solutions in non-production environment

5.1 TROUBLESHOOT SOLUTIONS ARCHITECTURES.

Determine the most appropriate logging and monitoring
strategy
Recommend the appropriate AWS offering(s) to enable
configuration management automation

5.3 DETERMINE A STRATEGY TO IMPROVE THE
RELIABILITY OF AN EXISTING SOLUTION.

AWS DOMAIN 5: CONTINUOUS
IMPROVEMENT FOR EXISTING
SOLUTIONS

5.2 DETERMINE A STRATEGY TO IMPROVE AN
EXISTING SOLUTION FOR OPERATIONAL
EXCELLENCE.

Evaluate existing architecture to determine areas that are
not sufficiently reliable
Remediate single points of failure
Enable data replication, self-healing, and elastic features
and services
Test the reliability of the new solution
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Reconcile current performance metrics against
performance targets
Identify and examine performance bottlenecks
Recommend and test potential remediation solutions

5.4 DETERMINE A STRATEGY TO IMPROVE THE
PERFORMANCE OF AN EXISTING SOLUTION.

5.6 DETERMINE HOW TO IMPROVE THE
DEPLOYMENT OF AN EXISTING SOLUTION.

5.5 DETERMINE A STRATEGY TO IMPROVE THE
SECURITY OF AN EXISTING SOLUTION.

Evaluate appropriate tooling to enable infrastructure as
code
Evaluate current deployment processes for improvement
opportunities
Test automated deployment and rollback strategies

Evaluate AWS Secrets Manager strategy
Audit the environment for security vulnerabilities
Enable manual and/or automated responses to the
detection of vulnerabilities
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